Setting up the simple sign on (SSO) option for Kentika

1. - Microsoft Internet Information Services (IIS) setup

2. - Import & modification: Kentika parameters (provided)

3. - Import & modification: Kentika Web Resources (provided)
4. - ASP pages (provided) modification

5. - Internet Explorer setup

Preamble.
The Kentika web authentication, SSO type, is based on user's workstation identification, through Windows Domain
authentication. This option, known as Kentika SSO, is only applicable to "private” web sites, without public access..

Kentika web interface security is enforced through the workstation's own security (Windows security policies), which
is why workstation lockout must be activated.

Set up.

1" step: Microsoft Internet Information Services (I1S) setup.

[IS can be installed on the same server as Kentika, or on a dedicated server.

In both cases, the server must take part of the Windows domain associated to users accounts in order to be able to
validate accesses.

The browser must support Windows integrated authentication (Automatic logon with current username and
password). It is up to you to make sure it is properly configured to automatically send the username/password to the

[IS server.

For IS installation, please refer to your Windows Server documentation.



[IS website settings

After creating the validating website (using default website or a custom created one), verify that those parameters
are correctly set.

! | Wieb Service Extension | Skatus |
“F Al Unknown CGI Extensions Prohibited
“F Al Unknown ISAPT Extensions Prohibited
@. Active Server Pages Allawed

@ Internet Data Connector Allowed

@ Server Side Includes Allowed

5 WebDaY Allawed

Extended A Standard /
| ok

Copy provided ASP pages in the folder used as the website root folder.

Review the website properties:

Default Web Site Properties k EE3
Directory Security I HTTP Headers I Cuskomn Errars I ASP.MET
WWeb Site I Performance I ISAP] Filkers I Harme Direckary I Documents

—Web site identification

Descripkion: vefault Web Sike

IP address: I (ol Unassigned;) j Advanced. .. |
TCP port: I G050 S5L part: I

iConneckians

Cannection tirneauk: I 120 | seconds

¥ Enable HTTP keep-alives

—Iv Enable logging

Ackive log format:

IWSC Extended Lag File Format j Properties. .. |

Ok I Cancel | apply | Help |

Case 1) - IS is installed on a different server than Kentika. TCP port can be 80 (default) or any other value.
Case 2) - IIS and Kentika are both installed on the same server. IIS TCP port must be different from Kentika TCP port.



Default Web Site Properties E

Directary Security I HTTP Headers | Custam Errars | asP.MET
Web Sike I Performance | IS4PI Filkers Home Directory I Dacuments

The conkent for this resource should come From:

4 directary located on this computer:

" A share located on another computer
& redirection ko a URL

Lacal path: I CeDIVER S WebFalder Browse, .. |
v Scripk source access o Log wisits

v Read [ Index this resource

I wirite

[ Directory browsing

Application settings

Application name: I Default Application Remove

Skarting point: <Default Web Site =
Configuration

Execute permissions: IScripts and Executables

4l

I
Application pool; IDeFauIt.ﬁ.ppPool j Unload

[o]4 I Cancel | Ampli | Help |

Home Directory tab must be configured as shown above. Once done, click on CONFIGURATION button.

Application Configuration Application Configuration E

Mappings |Opti0ns| Debugging | Mappings ~‘Options |Debugging|

% r Application configuration

Application extensions ———————————————————————— | | ¥ £nhable session state:

Extens. .. | Executable Path | Yerbs ;I Session Limeout: I 5 l 20 minukes
.ad c:ﬁ,windows'l,m?crosoft.net'l,Framework. .. GET,HEA,.— [V Enable buffering
.adprat...  cwindowsimicrosoft.netiframewark, .. GET,HEA..
.a5a CAWINDOWS syshem32inetsrviasp.dl - GET,HEA.. I¥ Enablegqarent paths
L858 o windowsimicrasoft.netiframewark, .. GET,HEA.. . [vEscrint
850K o windowsmicrasoft. netiFramewark, ., GET,HEi.ILI Default ASPlanguage: I F
‘I I v ASP scripk fimeout: E an seconds
Add. .. | Edit... Remove |
[ Enable Side by Side assemblies
wildcard application maps {order of implementation’: [Mamifest file mame: I

Insert. .. |
Edit: .. |
Remoye |

Mowe g | ove Do |

oK I Cancel Help | OF I Cancel Help

than,

Click OK.




Click on Directory Security tab, than Edit button.

Default Web Site Properties EE

Weh Site | Performance | ISAPI Filkers I Home Directory I Documents
Directory Security HTTP Headers |  CustomErrors | ASP.NET

—Authentication and access control

Enable anonymous access and edit the
w authentication methods For this resource,

T

—IP address and domain name restrictions

Grant ar deny access ko this resource using
IP addresses or Internet domain names.

Edit... |

Secure communications

Require secure communications and
enable client certificates when this

resource is accessed, ) -
YWiew Cerkificate, .,

Server Certificate. .. |

Edt. .. |
Qi | Cancel | Apply | Help |
Set the Authentication Methods window as shown below:
Authentication Methods

—1 Enable anonymous access;

Use the Following Windows user account for anonymous access:

User name: I IUSR_SRAV-MORETTI Brawse. .. |

Password: I Il

—Authenticated access
For the following authentication methods, user name and password
are required when:

- ananymous access is disabled, ar

- access is restricked using MTFS access control lists
v Integrated ‘Windows authentication
[ Digest authentication For Windows du%in SEFVErS
[ Basic authentication (password is sent in clear besxk)

[~ .MET Passpart authentication

Lrefault darmain: I Select ..

i

Realm: | Seleck, .,

(o4 I Cancel | Help |

Click OK. IS setup is done.



Step 2: Import & modification: Kentika parameters.

(French terms are in parentheses)

Import the file “Params_SSO0.txt" from File, Treatments menu (Fichier, Exploitation).

4D Import : Params_SSO.TXT

Chotx du document I Params_S550

Paramete - W_TT : 10 Fd

M: - R T e
Bases Kentka Paramete - W_CT: 1
350
Paams. SS0.TX _I
-
j
=
Strategie d import &
¥ e =
=  # Paramétrage

=

Imponaton
Traitement des doublons

Ignorer I

Annule st remplzce I

Mouwveaux enregistrements
Me pas crser I

E Lreer |

Be sure to import everything ("Créer” and "Annule et remplace” buttons).

4D Settings : WEB server

Allera ... http server |Declaring this site to the resource centre'
- i My profile =
@ Laok $ Adresse IP | »>> Server on <<<
G} Database Muméro de port [ 87
bl (5
- S,’:”"S Adresse absolue du serveur hitp [hitp7207 61.67.41.67/
' e futilisée pour les envois de emails avec liens vers le sereur weh)
>i Structure -
f Requests a [T Accepter les connexions des invités
E-@ Settings Mode contextuel W Cookies, delay: [ : a0
¥ Treatments ™ Adresse IP, délai (nb minutes) : [ 15
¥ Mesmages Recalculer le contexte toutes les (hh minutes) | 1
& Documents -
o Filtre | Vider le cache |
- ol Archiving
@ Thesaurus [ - - -
- Message d'accueil | Information Centre Datahase FBangue de donnees du Centre d'infarmation
B¥ WEHR senvear
@ Loans Dozsier WEB |D:1IRDPGTES'I’1WebFnIder

"Accept guests” ("Accepter les connexions des invites") option must be unchecked.

2@




Step 3: Import & modification: Kentika Web ressources.

e If you plan to call Kentika within a frame or an iframe from another server (e.g. an Intranet page), use
« ressources SSO_NOiframe.txt » pack
e If you plan to call Kentika directly, use « ressources SSO_iframe.txt » pack.

Import chosen resources pack with the method you prefer:

- By "Import data" (“Importer des données”) from File, Treatments menu (Fichier, Exploitation). In that case, be sure tu
create new resources, and replace those already existing.

- By "Updating of" button ("Mise a jour"), from Web Resources screen (File, Preferences, Resources, Web) (Fichier,
Préférences, Ressources, Web). Be sure to import everything.

Kentika resources modification

Two resources must be modified: AWEB GetToken and AWEB GenericConnect

Into resources contents, replace "NOM_DU_SERVEUR:PORT" with IIS server DNS name, or IP address, followed by
port number (if different from 80).

Step 4: ASP pages modification.

Two files must be modified: identification.asp and ConfirmlD.asp

In the files contents, replace “NOM_DU_SERVEUR:PORT" with IIS server DNS name, or IP address, followed by port
number (if different from 80).

Place those two files at IIS server root folder, if not already done.



Step 5: Internet Explorer setup.

A small setup must be made in Internet Explorer options to avoid problems.

In “Internet options” (“Options Internet"), “Security” ("Sécurité") tab, add Kentika and IIS servers addresses in the same
zone, and make sure that in the zone parameters, the logon option is set at "Automatic logon with current username

and password" ("Connexion automatique avec le nom d'utilisateur et le mot de passe actuel”).

1|
Général  Sécué | Confidentiats | Contenu | Canndons | Programmes | Avancé |

Sélectionnaz une zona da contenu Web pour spécifier e paamétres de sdcurté.

memet  [HERGlEE] & Stesde  Skes senables

Intranat lecal

= | Cetta zone contien tous les siies S |-_

Web présents surlirtranet de volre

SOCEE,

Personnalise:
Paraméires.

par defaut.

r Miveau de sécuné pour catle zone

personnabses
- Pour modifier vos parsmétes, diques sur Personnaliser e
rivean.
« Four utitear les paramétres recommandés. chouee sur Hivean

Persarnaliosr e niveau,. | Nivesupar défaut |

confiance

I oK I Arnuler I Enpliqusr I

21
2]

| Utiiser les paramétres o-dessoud paur défine les sites Web oui fant

parbe de la zone intranet locale.

B¢ Inclure tous les sites Iocau (niranet) non mentionngs dans d'autres 2ones
I Inchure tous les sites qui nutisent pas de sarveur prosy
¥ tncure tous les chemins d'acoés au réseau (LMC)

b 19 =

e, | T 21

~ Hweau de sécurnité pour catte zone ——

Personnalisé
Parmétres personnabsés.
- Pour madifier vos paramétrs
T

= Pour utfizar lea paramiétres r
par defaut

Persornalizsr le ni

"y Wous pouver ajouter ou supprimer des sites Web dans cette
zone, Tous les sites Web dans cette zone utliseront les
paramiires de sécurite de fa zone,

Ajoute o site Web ala zone :
il Ainiter

Sites Web @

hittp: Siporiies
hitp: /e : 5] _I

™ Méoessite un serveur séourise (hitps:) pour tous les sites dans cetie 7one

0K, Arruies




(D [Cornexion automabigue aver le nom dutisatewr a1 le mat de passe actusl
) Cormexion automatique Lniquement dans la zone ir
() Demander le nem dutiizateur et ke mat de pagse
) Cuverture de sessian anonyme
§ip compasante dépendants du .NET Framework




